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1. Attempt all questions.   
2. Make suitable assumptions wherever necessary.   
3. Figures to the right indicate full marks.  
 

 

Q.1 (a) Define the term information security. List and briefly define the categories of security 

attacks and services. 
07 

 (b) What is Euler’s Totient Function (Ø). What is out Ø(15) and Ø(9)?. Explain Extended 

Euclidean Algorithm for finding the inverse of a number mod n. Find the inverse of 15 

mod 26. 

07 

    
Q.2 (a) 

 

(b) 

Explain RSA algorithm in detail with suitable example. RSA algorithm is vulnerable 

to which cryptanalytic attack? Justify your answer. 

Why double DES algorithm does not provide enough security? How triple DES 

overcomes this problem with same key size as used in double DES? 

07 

 

07 

  OR  

 (b) What is Confusion and Diffusion? Explain Feistel Cipher structure.  
 

07 

    
Q.3 (a) 

(b) 

Explain components of Public Key Infrastructure (PKI) in detail. 

Differentiate symmetric key encryption vs. asymmetric key encryption. 

Find out secret symmetric key using Diffie-Hellman key exchange algorithm on 

which Alice & Bob agreed upon with given initial values as prime nos. known to 

public are n = 11 and g = 2. Alice’s private key (x) = 9, Bob’s private key (y) = 4 

07 

07 

  OR  

Q.3 (a) Explain Cypher Block Chain (CBC) mode and Output Feedback (OFB) mode in 

detail. 
 

07 

 (b) 1. Explain AES key expansion in detail. 

2. Explain man-in-the-middle attack using with Diffie-Hellman key exchange 

algorithm with suitable example. 
 

04 

03 

    
Q.4 (a) What is message Digest? Explain the process of message digest generation used in 

SHA-512. 
07 

 (b) Explain X.509 certificate format and elements. 07 
  OR  

Q.4 (a) What is digital signature? List the security services provided by digital signature. 

Write and explain the Digital Signature Algorithm. 
07 

 (b) Explain a Message Authentication Code. What is the difference between a message 

authentication code and a one-way hash function? 
07 

    
Q.5 (a) 1. Explain in detail the link and end-to-end encryption. 

2. What is SQL slammer? Why was it so successful? 
04 

03 

 (b) Explain different methods for malware detection and state advantages and 

disadvantages of each method. 
07 

  OR  

Q.5 (a) Explain remote user authentication technique using Kerberos. 07 

 (b) 1. What is the role of disassembler and debugger in software reverse engineering? 

Explain Code Obfuscation in detail. 

2. What is malware? List out their types and discuss metamorphic and polymorphic 

malware.  

04 

 

03 
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